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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

N/A
3
Rationale

This contribution addresses the procedure of idle mobility from 5GS to EPS with N26. The standpoint of the contribution is: the AMF shall derive a new KASME’ based on the KAMF and send the new derived KASME’ in conjunction with the newly calculated {NH, NCC} pair to the MME. Then MME uses the received KASME’ as the anchor key.
4
Detailed proposal
***
BEGIN THE CHANGE
***

8           Security of interworking

Editor's Note: This clause covers security of Interworking with LTE systems.

8.1
General

As described in TS 23.501 [2], in order to interwork with EPC, the UE can operate in Single Registration or Dual Registration mode. 

When operating in Dual Registration mode, the UE shall independently maintain and use two different security contexts, an EPS security context to interact with the 4G System and a 5G security context to interact with the 5G System. Therefore, during inter-system mobility, when the target system is EPS, the UE shall take into use the EPS security context and hence all the security mechanisms described in TS 33.401 [10] are applicable. In the other direction, i.e. when the target system is the 5GC, the UE shall take into use the 5G security context and hence all the security mechanisms described in this specification are applicable.

When operating in Single Registration mode, there are two cases depending on the support of the N26 interface between the AMF and the MME. In both cases the security mechanisms described in all the subsequent subclauses are applicable.
8.Y
Handover procedure from 5GS to EPS with N26

NAS and AS security shall be activated before handover from 5GS to EPS can take place. The source AMF shall derive a new key KASME’ from the KAMF and send it to the target MME via N26. Upon the receipt of the KASME’, the target MME shall use the received KASME’ as the anchor key and further derive other key(s).
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Figure 8.Y-1 Handover procedure from 5GS to EPS
1. The source gNB sends a handover required message to the AMF.
2. The source AMF derives a new key KASME using the KAMF and NAS uplink count.

3. The AMF sends a forward relocation request message to the target MME including the derived new KASME’ and a newly calculated {NH, NCC} pair based on KASME’.

4. The target MME generates 4G security context and derives NAS keys and AS keys using the received KASME’, and associates the generated security context with ngKSI.
5. The target MME sends a handover request message to the target eNB in which the KeNB, the UE security capabilities and a NAS transparent container (key material to derive the KASME’ and NAS keys) are included.

6. The target eNB sends a handover request ACK including a target to source transparent container to the target MME. The NAS transparent container and the selected AS algorithms are involved in the target to source transparent container.

7. The target MME sends the forward relocation response to the source AMF in which the target to source transparent container is included.

8. The source AMF sends the handover command message to the source gNB, and this message contains the target to source transparent container.

9. The source gNB sends the handover command message to the UE in which the content in the target to source transparent container is included in the handover message.

10. After the UE receives the handover command messge, it generates 4G security context and derives NAS keys and AS keys using the received KASME’, and associates the generated security context with ngKSI as the target MME did.

11. The UE sends a handover complete message to the target eNB which is protected using the mapped EPS security context.

12. The target eNB sends a handover notify messge to the target MME.

13. The target MME sends a forward relocation complete notification message to the source AMF.

14. The source AMF sends a forward relocation complete notification ACK message to the target MME. 
***
END OF THE CHANGE
***
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